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URGENT AND CONFIDENTIAL

DATE: 

TO: 

FROM: HR

RE: Notification of Fraudulent Unemployment Claim

On [DATE], the Office of Human Resources received a request for information regarding a claim for unemployment insurance benefits filed in your name on [DATE], with the North Carolina Division of Employment Security (NC DES). The filing sent to us included your name and Social Security number. Department of Health and Human Services will deny the claim, since you are currently employed, and will indicate in our denial that we believe the claim was fraudulently filed by a third party.

At this time, we have no information regarding who may have filed the claim in your name or how they may have received your personal information. Other claims against your previous employers also may have been filed in your name with NC DES. Therefore, we strongly recommend that you take the following actions:

· Contact NC DES Fraud Investigation Unit (919-707-1338) directly to confirm your information.
· Alert the Social Security Administration (1-800-269-0271) for employment purposes.
· Contact your local Police Department (http://ncja.ncdoj.gov/Criminal-Justice-Links/NC-Police-Departments.aspx#T-Z) to file an incident report.
· Notify all three credit bureaus (Equifax, Experian, and TransUnion) of this incident and place a fraud alert on your credit file. You may also want to place a security freeze on your credit report as well as review your credit reports regularly.

Contact information for the three credit bureaus and additional information on credit protection is provided on the second page of this memo. Guidance about addressing identity theft is also available on the Federal Trade Commission’s website at http://www.ftc.gov/bcp/edu/microsites/idtheft.



Why should I review my credit report?
You should regularly review your credit reports and monitor your accounts for unusual activity. Federal law requires each of the three nationwide consumer credit reporting companies ‐ Equifax, Experian and TransUnion ‐ to give you a free credit report every 12 months if you ask for it. More information about free credit reports is available at: http://www.consumer.ftc.gov/articles/0155‐free‐credit‐reports. In addition to your right to one free credit report per year, placing an initial fraud alert entitles you to a free credit report from each of the three credit bureaus. You can use these reports to review and monitor your credit report periodically.

What is a fraud alert?
Most credit card companies and other creditors will not issue credit without first checking an applicant’s credit history. A fraud alert tells potential creditors that they should contact you first before issuing new credit in your name, thereby preventing someone from fraudulently obtaining credit without your knowledge. A fraud alert will not prevent you from using your credit cards or other accounts; however, it may slow the process of receiving new credit, since the purpose of the fraud alert is to help protect you against an identity thief opening new credit accounts in your name. A fraud alert is free and initially lasts for 90 days. There is no limit to the number of times you can renew the fraud alert. You can place a fraud alert on your credit file by contacting any one of the three national credit bureaus (Equifax, Experian, and TransUnion). As soon as one credit bureau confirms your fraud alert, the others are also notified to place fraud alerts on your credit file. For more information on fraud alerts, go to: http://www.consumer.ftc.gov/articles/0275‐place‐fraud‐alert.

	Equifax
1.800.525.6285
PO Box 740241
Atlanta, GA 30374
https://www.alerts.equifax.com/
AutoFraud_Online/jsp/fraudAlert.jsp
	Experian
1.888.397.3742
PO Box 9532
Allen, TX 75013
https://www.experian.com/
fraud/center.html
	TransUnion
1.800.680.7289
PO Box 6790
Fullerton, CA 92834
https://fraud.transunion.com/
fa/fraudAlert/landingPage.jsp




What is credit monitoring?
Credit monitoring services protect primarily against new account fraud. This form of fraud occurs when a criminal uses your personal information to open credit card, mobile phone, or other financial accounts using your name, Social Security number and other personal information. New account fraud can be difficult to detect because the criminal generally has billing statements sent to an address other than your real address. Beginning on the date of enrollment, credit monitoring provides an alert whenever changes occur to your credit files. This notification will be sent to you the same day that the change or update takes place with any of the three credit bureaus. You can learn more about credit monitoring at https://www.privacyrights.org/fs/fs33‐CreditMonitoring.htm#1.

What is a security freeze?
A security freeze – which is also sometimes called a credit freeze – prohibits a credit bureau from releasing your credit report without your consent. However, placing a security freeze may delay, interfere with or prohibit the timely approval of any application you then make regarding a new loan, credit, mortgage, insurance, government services or payments, rental housing, employment, investment, license, cellular telephone, utilities, digital signature, Internet credit card transaction or other services, including an extension of credit at a point of sale. Because of this, you may need to remove or temporarily lift the security freeze. Also, if you have a security freeze in place and decide to apply for credit monitoring, you might need to temporarily lift the security freeze and then re‐activate it after you are enrolled in credit monitoring.

· If you choose to place a security freeze, you will need to place one with each individual credit bureau, because the instructions and processes differ from one credit bureau to another.
· With a security freeze, your credit file cannot be shared with potential creditors, insurance companies or third parties.
· A security freeze is not completely fail‐safe because creditors can issue credit without pulling a credit report.
· A security freeze will not prevent current creditors and businesses with which you have prior relationships (such as credit card companies, insurance providers and financial institutions) from reporting to or accessing your credit file information. It does, however, prevent new potential creditors and new third parties from gaining access to your credit files.
· Each credit reporting agency has five business days from receipt of your request to place a security freeze.
· Each credit reporting agency has three business days from receipt of your request to lift a security freeze.
· For information related to security freezes specific to North Carolinians, see: https://www.experian.com/consumer/help/states/nc.html and/or https://www.experian.com/consumer/help/report/fcra_nc.html.

If you have general questions about identity protection, you can contact the Consumer Protection Division of the Attorney General’s Office by calling 919‐716‐6000, visiting the website at www.ncdoj.gov or mailing the office at Consumer Protection Division, 9001 Mail Service, Raleigh, NC 27699‐9001. Additional information on managing issues related to identity theft can be found at http://www.consumer.ftc.gov/features/feature‐0014‐identity‐theft and https://www.privacyrights.org/Identity‐Theft‐Data‐Breaches.

If you have any questions about the unemployment claim, please contact [HR Representative] at [TELEPHONE NUMBER] or [EMAIL].
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