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1. Overview of NC HIE Technical Approach

Functional statewide HIE is a “system of systems,” or a collection of “nodes” that work together to achieve common purposes based on an agreed upon set of priorities, policies, and technical specifications.  Within this system of systems, there are multiple entities (e.g., local provider entities using an EHR, regional networks using multiple systems, state agencies, and national organizations such as Surescripts) that provide and consume data.

These entities have their own health IT systems and networks which at any point in time will be in different stages of their life cycles, will be built on many different technologies, and have differing priorities regarding the data they collect and transmit.  The statewide HIE is not intended to supplant these networks, but rather is envisioned as a flexible, open framework that cost-effectively supports the inter-organizational exchange of data and access to shared services.

As described in the North Carolina HIE Strategic Plan, NC HIE will establish HIE services to facilitate the exchange of information for Qualified Organizations that voluntarily participate in the exchange.  It is assumed that Qualified Organizations will exchange health information among their constituents and will need a pathway and a process to exchange information with other Qualified Organizations, state and national agencies and/or providers, interstate HIOs, and other information sources to be determined. 

NC HIE’s technical architecture, based on a “hub of hubs,” assumes that although much HIE is local, increasing value will accrue to broader HIE from obtaining information relevant at the point of care, such as non-local encounters, and analytical services, such as clinical decision support and public health and emergency response.

North Carolina’s framework for hosted shared statewide HIE services consists of two categories of services:  Core Services and Value-Added Services.

In short, the Core Services include the provider, entity, and patient registries; record locator service and security functions that will create a cost-effective pathway for Qualified Organizations to locate and route health data.  

Once available, Qualified Organizations will utilize Core Services to access an evolving range of Value-Added Services offered by state agencies, HIOs, vendors, or other organizations.  The availability of Value-Added Services will be based on state or federal priorities, guidelines, and/or mandates and deployed incrementally in phases based on the expected value derived from their use.

By consolidating access to Value-Added Services through the Core Services, North Carolina will be able to share and minimize operational costs, increase user acceptance and participation, and maximize benefits to all stakeholders.  

A visual representation of the components and relationships between stakeholders and Core and Value-Added Services is provided below.
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2. Core Services
The NC HIE will provide a set of Core Services that support connectivity and data transport exchange between multiple entities and systems in the state.

The goal of Core Services is to provide a lightweight and flexible infrastructure and serve as the gateway through which authorized organizations securely access Value-Added Services.

Core Services create a foundation for organizations and participants to exchange health information across their organizational boundaries, such that two entities can:

· Identify and locate each other in a manner they both trust;

· Reconcile the identity of the individual patient to whom the information pertains; 

· Exchange information in a secure manner that supports both authorization decisions and the appropriate logging of transactions; and

· Measure and monitor the system for reliability, performance and service levels.

The Core Services assure authentication of the clinician before enabling a request for information and authorization of the clinician to view the requested information.  

The Core HIE Services can be bundled into components that support “push” and “pull” transactions.  

Core components that enable messages to be “pushed” or transmitted to a location, once the sender has received authorization, include:

1. Provider Directory

2. Message / Record Routing

3. Identity Management & Authentication

4. Transaction Logging

For “pull” transactions (i.e., the ability to query, locate, retrieve, and translate data), NC HIE’s statewide network will require additional core components including: 

1. Consent management

2. Terminology service

3. Transformation service

4. Patient matching / RLS

5. NHIN Direct / Gateway

3. Value-Added Services
North Carolina’s priority for developing statewide HIE services is to meet both the immediate needs of providers to satisfy meaningful use requirements and the longer term transformative vision for its health care system, moving toward patient-centered models supportive of robust coordinated care. Value-added services will be accessed via the statewide HIE core services.

In July and August 2010, the Clinical and Technical Operations Workgroup identified a list of candidate services to be offered as hosted shared services.  The following were identified as candidates.

	Clinical Function
	HIE Service
	Description

	1.  Incorporate essential data from external systems
	1.1 Lab ordering
	1. Provider creates a lab order transaction set:

1. Lab Order

2. Test Information

3. Diagnosis

4. Patient Information

5. Insurance Information

6. Patient History (for pathology labs)

7. “Copy To” information

2. Provider sends order to HIE.

3. Specimens are received at the Lab.

4. The lab requests any orders from the HIE.

	
	1.2 Lab result delivery
	1. Lab creates a results transaction set:

1. Test Results

2. Comments

3. Normal Range (optional)

4. Pathology Data (optional)

5. Other Segments (optional)

6. Performing Lab Information

7. “Copy To” information

2. Lab sends results transaction set to HIE.

	
	1.3 Lab normalization
	A service to transform laboratory order and result messages to conform to the format, coding, and transport requirements of the receiving EHR or public health agency.

Vocabulary services, including access to/mapping of LOINC, SNOMED, etc. could be a combination of local and central services.  The role of the state HIE could be to negotiate preferred rates with companies that offer vocabulary services.

	
	1.4 Radiology results delivery
	A service that facilitates the transmission of radiology results to the appropriate location.

	
	1.5 Radiology or other diagnostic image delivery
	A service that facilitates the transmission of radiology images or other diagnostic images to the appropriate location.

	
	1.6 Access to immunization data
	A provider requests immunization data from the state registry.

1. Provider requests immunization data from the HIE.

2. The HIE submits request to the State Registry and receives the data.

3. The HIE forwards the data to the requesting provider.

	
	1.7 Med Hx
	Retrieves and aggregates a medication history including retrieval and aggregation of prescription (new, refills, etc.) information from identified sources (e.g., Surescripts, others) to medical providers, including pharmacists.

1. Patient presents for care.

2. As part of the intake process (regardless of setting), provider queries for “medication history.”

3. Provider reviews the information and identifies medications prescribed but not filled, potential interactions, medications to continue/discontinue, refills, etc.

4. Provider diagnoses and treats patient in appropriate manner.

	
	1.8 Procedural results delivery
	Delivery of additional value-added procedural tests (e.g., EKG, ECG).

	2.  Facilitate effective coordination of care
	2.1 Clinical messaging
	A provider creates a message and sends it to another provider.

	
	2.2 Eligibility check
	A central access point for EHRs and practice management systems to retrieve insurance eligibility information via EDI transactions across various payers.  This service would facilitate electronic eligibility checking and the fulfillment of the corresponding meaningful use criteria for the users and vendors of EHR systems, suggesting a revenue model for sustainability.  In concert, the same access point may be used to enable web-based access to eligibility information for those eligible providers as yet unable to take advantage of EDI transactions (primarily small physician practices).

Currently EHR creates an eligibility check request (X.12) and sends it to HIE, which will check against connected payers and get information back.

Typically a clearinghouse supports this or payers come together and agree to support through a clearinghouse.

	
	2.3 Prior authorization
	1. Payers and PBMs publish specific authorization requirements using a specification.

2. Provider systems use prior authorization flags to alert authorization requirements.

3. Providers send needed information in the format of an electronic prior authorization request.

4. HIE submits electronic prior authorization requests to Payer/PBMs using the XI2 278 transaction, including appropriate patient information (diagnosis/conditions).

5. Payer/PBMs respond using the 278 response, and potentially note the authorization result in the claim adjudication system.

	
	2.4 Summary Record--CCD/CCR Exchange
	This service is a specific implementation utilizing core services that enables organizations to exchange clinical summary documents in either Continuity of Care Document (CCD) or Continuity of Care Record (CCR).  Organizations are responsible for being able to generate and receive the clinical content.  

The service may consider enabling several models of exchange.  These include event-driven messaging patterns where a change in patient state such as a patient being admitted to a hospital results in an event handler then delivering the message to recipients who have message queues established to handle the notification.  Alternatively, the exchange service may support a more traditional query/response interaction where authorized applications may query it for the patient document.

	
	2.5 Summary Record--CCD Translation
	This service will offer a centralized clearinghouse for transforming clinical summary documents among providers and patient-designated entities.  This service would be analogous to the laboratory-routing clearinghouse, and would enable organizations that may lack standards-compliant EHR systems to also exchange clinical summary data.  This service will allow for the clinical summary exchange for care coordination, capability and capacity for the translation of legacy messaging to standardized CCD and/or CCR.

	
	2.6 Consumer Empowerment
	These use cases may be enabled or facilitated via health information exchange core services, in that core services are designed to be building blocks for new functions and applications.  

1. Provider sends a clinical summary of an office visit to the patient/caregiver (via PHR).

2. Provider sends reminder for preventive or follow-up care to the patient/caregiver (via PHR).

3. Provide Advance Directives to requesting providers (via PHR).

	3.  Submit information for public health and quality improvement
	3.1 Immunization reporting
	Provider EHRs would send immunization records to the HIE for transmittal to the appropriate registry:

1. Provider registers a patient’s immunization information for sharing (make it or its source known).

2. Provider uses the HIE Service to locate a patient’s immunization information.

3. Provider retrieves a patient’s immunization information.

4. Provider recommends next immunizations.

5. Provider submits a patient’s immunization information to the exchange through the EHR.

	
	3.2 Routing of lab results for required reporting
	This service will provide a centralized clearinghouse that will route laboratory reports to public health and other agencies as mandated by federal and state laws and in accordance with national standards and specifications.  The centralized routing service is intended to replace the numerous, point-to-point connections among laboratories, EHRs and public health databases with a single routing hub connected to participating entities.

1. Lab creates the Public Health Lab Results Transaction Set in their LIS/HIS, which includes:

1. Test Results

2. Patient Demographic Data

3. Comments

4. Normal Range (optional)

5. Pathology Data (optional)

6. Other Segments (optional)

7. Performing Lab Information

2. Lab sends Public Health Lab Results transaction set to HIE.

3. Public Health receives results and incorporates them into their records.

	
	3.3 Quality reporting
	Provider or hospital reports quality measures to CMS or State.

1. Provider creates quality report from EHR system.

2. Provider's EHR sends quality report to the HIE.

3. HIE forwards Quality Report to appropriate receiving system at State or CMS.

4. State or CMS receiving system process the report and provide feedback directly to the provider.

Note:  Quality reports include PQRI, CQM, and others.

	
	3.4 Disease surveillance reporting to local public health and state agencies
	A provider or hospital sends (i.e., reports) anonymized chief complaint data, including a problem list, to state or local public health as part of a syndromic surveillance program.

1. Hospital EHR systems collect data on patient chief complaints as part of regular provision of care.

2. The provider or hospital has made the determination that it is clinically and legally appropriate to send the chief complaint data to Public Health.

3. Patient chief complaint data is communicated to Public Health agency on a pre-determined schedule (with capability for ad-hoc transmissions also).

	
	3.5 Disease surveillance reporting to CDC
	State public health agency reports public health data to Centers for Disease Control (CDC).

1. State determines data set for identified conditions based on Nationally Notifiable Disease Condition reports to be reported to CDC.

2. Authorized personnel use HIE functionality to send information to CDC.

	4.  Aggregate data for research purposes
	4.1 Access to aggregated data for authorized queries
	Access to individual patient care data and/or anonymized data for quality improvement, clinical research, recruitment for clinical trials, comparative effectiveness efforts, etc.

	5.  Provide tools to enhance delivery of care
	5.1 Clinical Decision Support
	Provide decision making around diagnosis (clinical prediction rules), prevention, and disease management (routine care reminders to doctors or patients) based on a comprehensive patient record from multiple sources.

	
	5.2 Electronic Prescribing
	1. Provider completes encounter in EHR.

2. Provider accesses e-prescribe service and sends prescription.

3. The e-prescribe service processes the prescription and sends it to the pharmacist (note:  may be faxed or electronic).

4. The e-prescribe service sends the data to the HIE.


Based on a thorough analysis of each candidate value-added service, the Clinical and Technical Operations Workgroup proposed a recommended sequence of implementation of hosted shared services.  Candidate services were assigned to one of three categories:

1. Implement as a hosted, statewide service in “Phase 1” 

2. Implement as a hosted, statewide service in “Phase 2” 

3. The proposed service could be more effectively facilitated through existing exchange services or alternative policy, procurement, or incentives mechanisms rather than being offered as a hosted, statewide HIE service

	Clinical Function
	HIE Service
	Recommended Phase

	1.  Incorporate essential data from external systems
	1.1 Lab ordering
	--

	
	1.2 Lab result delivery
	Phase 1

	
	1.3 Lab normalization
	Phase 1

	
	1.4 Radiology results delivery
	Phase 1

	
	1.5 Radiology image delivery
	Phase 2

	
	1.6 Access to immunization data
	Phase 1

	
	1.7 Med Hx
	Phase 1

	
	1.8.8 Procedural results delivery
	Phase 2

	2.  Facilitate effective coordination of care
	2.1 Clinical messaging
	--

	
	2.2 Eligibility check
	--

	
	2.3 Prior authorization
	--

	
	2.4 Summary Record--CCD/CCR Exchange
	Phase 1

	
	2.5 Summary Record--CCD Translation
	Phase 2

	
	2.6 Consumer Empowerment

	--

	3.  Submit information for public health and quality improvement
	3.1 Immunization reporting
	Phase 1

	
	3.2 Routing of lab results for required reporting
	Phase 1

	
	3.3 Quality reporting
	Phase 1

	
	3.4 Disease surveillance reporting to local public health and state agencies
	Phase 2

	
	3.5 Disease surveillance reporting to CDC
	--

	4.  Aggregate data for research purposes
	4.1 Access to aggregated data for authorized queries
	Phase 2

	5.  Provide tools to enhance delivery of care
	5.1 Clinical Decision Support
	Phase 2

	
	5.2 E-prescribing
	--


4. Implementation Sequence of Core and Value-Added Services 

NC HIE will pursue an incremental, step-wise approach to implement HIE services and connect Qualified Organizations. 

Because it is not possible to deploy the comprehensive set of HIE services by the end of 2011, NC HIE will implement those services that will offer immediate benefits to providers attempting to achieve meaningful use followed by those services that bring additional value and an increasingly robust HIE.

NC HIE proposes a two step process to building the recommended Core and Value-Added Services.

Step One (Beginning July 2011 and completed by December 2011)

In Step One, the selected Technical Vendor will develop the core HIE components and value-added services illustrated below that will enable push transactions




During Step One, the selected Technical Vendor will test and deploy the system with [precise number to be determined] Qualified Organizations during the 4th Quarter of 2011.

Step Two (Beginning January 2012 and completed by December 2012)

In Step Two, the selected Technical Vendor will develop additional core service components and value-added services illustrated below. Combining advanced query and translation features, the Step Two will provide the robust platform of services envisioned by NC HIE stakeholders and participants.





During Step Two, the selected Technical Vendor will test and deploy the additional functions with [precise number to be determined] Qualified Organizations during the 4th Quarter of 2012.

5. Qualified Organization Connectivity Schedule 

To Be Determined.
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� The NC HIE strongly believes in empowering patients and their families to play a critical role in their own care through technology-enabled access to health information. There are many emerging mechanisms for providing consumers with timely access to their own health information including personal health record services, patient portals, etc. Many individual care providers as well as health insurers in North Carolina have started to offer such services to patients, and the NC HIE expects that many Qualified Organizations that link to the Statewide HIE will directly support consumer empowerment tools through their networks. While an NC HIE-controlled mechanism to provide direct patient access to health information through the exchange has not been slated as a Phase 1 service offering, the Clinical and Technical Operations Workgroup will continue to monitor industry developments as well as services offered by NC HIE Qualified Organizations and evaluate phasing in consumer empowerment tools as the NC HIE becomes operational.






