


PRIVACY INCIDENT REPORT

INSTRUCTIONS

1. DHHS staff member shall verbally report suspected privacy incidents such as red flags, unauthorized/inappropriate/accidental uses or disclosures of protected health information or identifying information to their supervisor.  Following instruction from the supervisor, the DHHS staff member shall complete Section I and II of this report and return to supervisor.

2. Supervisor shall review and sign Section II and forward to the division/office Privacy Official/Privacy Coordinator for reporting, investigation and resolution.
3.
Division/office Privacy Official/Privacy Coordinator shall report incident to the DHHS Privacy and Security Office via https://security.dhhs.state.nc.us/incidents/privacy/index.php and investigate/resolve reported privacy incident. 
NOTE: This is an administrative report; DO NOT include in any agency designated record set(s), including client health records.
SECTION I – GENERAL INFORMATION
	Name of Staff Member Reporting Incident
	     

	Telephone Number
	(       )          -          x      
	Email Address
	     

	Division/Office/Facility
	     

	Unit/Section
	     

	Supervisor
	     

	
	


SECTION II – PRIVACY INCIDENT INFORMATION
	Date of Incident
	     
	Date Reported
	     
	Location of Incident
	     

	Type of Incident                     HIPAA Privacy – HP     Identity Theft – ID     Red Flag – RF     Multiple – MUL   Privacy-P

	Description of Incident (Include the non-confidential names of those involved in the privacy incident.) 

	     

	
	

	Signature/Title: __________________________________________________________________ Date: ____________________





(Staff member reporting privacy incident)

	
	

	

	Signature/Title: __________________________________________________________________ Date: ____________________






(Supervisor of staff member reporting privacy incident)


SECTION III – DIVISION/OFFICE DISPOSITION

	Tracking Information

	Division/Office 
	     
	Internal Incident Number
	     

	Tracking Number generated after online report
	     

	

	Privacy Incident Classification

	 FORMCHECKBOX 

Unauthorized Access (Paper)
	 FORMCHECKBOX 

Unauthorized Access (Electronic)

	 FORMCHECKBOX 

Unauthorized Disclosure Outside Agency
	 FORMCHECKBOX 

Inappropriate Use Within Agency

	 FORMCHECKBOX 

Unauthorized Use or Disclosure by Business Associate
	 FORMCHECKBOX 

Improper Communications (Mail, E-mail, Fax, Phone)

	 FORMCHECKBOX 
 
Improper Denial/Fulfillment of Client Rights
	 FORMCHECKBOX 

Improper Oral Communications

	 FORMCHECKBOX 

Improper Disposal 
	 FORMCHECKBOX 

Improper Password Management

	 FORMCHECKBOX 

Other (Specify)
	

	

	Severity of Privacy Incident 

	 FORMCHECKBOX 
 
Severe 
(Press may be involved.  Affects client and/or public, business associate(s), and/or state and/or local governments.  Must be routed to DHHS Privacy Officer for resolution.  If DMH/DD/SAS agency is involved, DHHS Privacy Officer will inform DMH/DD/SAS Central Office Privacy Officer of resolution.)

	 FORMCHECKBOX 
 
Moderate 
(Press involvement unlikely.  Affects client, two or more agencies within DHHS, and/or business associate(s).  Forward to DHHS Privacy Officer for disposition if privacy incident cannot be resolved within the agency.)

	 FORMCHECKBOX 
 
Low
(No affect outside of agency.  Agency able to resolve.)



Routing Information:
Agency Staff(Staff Supervisor(Agency Privacy Official/Designee(DHHS Privacy Officer
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